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Amendments to the Claims 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

Listing of Claims: 

1. (Currently Amended) A system that facilitates data sharing, comprising: 

a request component that receives a request to access data stored behind a 

firewall; and 

an authorization component that verifies if the request is associated with a 
key that permits access to the data; 

a permissions component that determines one or more levels of access 
permitted to entities outside the firewall including a complete access level and a plurality 
of limited access levels; and 

a classifier that automatically performs load balancing of the data sharing 
process, learning a level of access of the requestor, determining levels of priority for 
scheduling the sharing of the data, and analyzing content of the data to determine 
permission levels . 

2. (Original) The system of claim 1, further comprising a communications 
component that establishes a secure tunnel to a requestor of the data. 

3. (Original) The system of claim 2, the data communicated through the tunnel is 
encrypted. 

4. (Original) The system of claim 2, the communications component only permits 
access to the particular data. 

5. (Original) The system of claim 2, the communications component only permits 
uni-directional flow of the data after the request is processed. 
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6. (Canceled) The system of claim 1, further comprising a permissions component 
that determines one or more levels of access permitted to entities outside the firewall. 

7. (Canceled) The system of claim 6, the one or more levels of access include a 
complete access level. 

8. (Canceled) The system of claim 6, the one or more levels of access include a 
plurality of limited access levels. 

9. (Original) The system of claim 1 provides for authorizing storage of the data 
from outside to behind the firewall. 

10. (Original) The system of claim 1, the request is received from a requestor 
located behind a requestor firewall, wherein a secure tunnel is created and extended from 
the data behind the firewall through the requestor firewall to the requestor. 

1 1 . (Original) A computer system that includes a computer readable medium 
having stored thereon the components of claim 1 . 

12. (Original) A computer readable medium having stored thereon computer 
executable instructions for carrying out the system of claim 1 . 

13. (Currently Amended) The system of claim 1, the data is shared based upon at 
least one of a location identification ( ID), a personal ID, a globally unique ID, and a 
uniform resource identifier. 

14. (Currently Amended) A system that facilitates the sharing of data, comprising: 

a request component that receives a request from a requestor to access 
data stored behind a firewall; and 
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a communications component that establishes a secure tunnel from the 
data to the requestor of the data ; and 

a classifier that automatically performs load balancing of the data sharing 
process, learning a level of access of the requestor, determining levels of priority for 
scheduling the sharing of the data, and analyzing content of the data to determine 
permission levels . 

15. (Original) The system of claim 14, further comprising a permissions 
component that determines one or more levels of access permitted to entities outside the 
firewall, the one or more levels of access include a complete access level and a plurality 
of limited access levels. 

16. (Canceled) The system of claim 14, further comprising a classifier that 
automatically performs at least one of load balancing of the data sharing process, learning 
a level of access of the requestor, determining levels of priority for scheduling the sharing 
of the data, and analyzing content of the data to determine permission levels. 

17. (Original) The system of claim 14, the request is used to determine the 
location of the data. 

18. (Original) The system of claim 14 is in the form of a service that is at least 
one of local to the data and remote from the data. 

19. (Currently Amended) The system of claim 14, at least one of a sharor of the 
data and the requestor opens a Transmission Control Protocol ( TCP) connection to the 
system via an HyperText Transfer Protocol ( HTTP)-based proxy. 



20. (Original) The system of claim 14, further comprising an authorization 
component that uses the request to determine a location of the data. 
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21. (Original) The system of claim 14 determines that both the requestor and a 
sharor of the data are online and authenticated before establishing the secure tunnel 
therebetween. 

22. (Original) The system of claim 21 monitors the sharing of the data, and shuts 
down the secure tunnel after the data sharing has completed. 

23. (Original) The system of claim 14, further comprising a cache that facilitates 
expeditious data transfer and request processing. 

24. (Original) The system of claim 14, the data includes a class of different data 

files. 

25. (Currently Amended) A method that facilitates data sharing, comprising: 

receiving a request from a requestor to access data of a sharor stored 
behind a firewall; 

verifying if the request is associated with a key that permits access to the 

data; 

determining one or more levels of access for the requestor; and 
establishing a secure tunnel between a sharor of the data and the requestor; 

and 

transmitting rules data with the shared data such that the shared data can 
be manipulated only in conformity with the rules data . 

26. (Original) The method of claim 25, further comprising monitoring the status 
of the secure tunnel with a monitor file such that the tunnel is closed based on the 
monitor file, which file is independent of an overseeing service. 

27. (Canceled) The method of claim 25, further comprising transmitting rules data 
with the shared data such that the shared data can be manipulated only in conformity with 
the rules data. 
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28. (Original) The method of claim 25, further comprising creating a mirror of the 
data at the requestor for at least the purpose of collaboration where the data is edited. 

29. (Original) The method of claim 28, the sharor receives the edited data and at 
least one of overwrites the data and creates a new version thereof. 

30. (Currently Amended) A system that facilitates data sharing, comprising: 

means for receiving a plurality of requests from at least one requestor to 
access data of a sharor stored behind a firewall; 

means for routing the plurality of requests to one or more available 

services; 

means for verifying if the request is associated with a key that permits 
access to the data; and 

means for establishing a secure tunnel between a sharor of the data and the 

requesto r; and 

means for automatically estimating a level of security of an environment 
of the sharor in which the data is stored . 

31. (Currently Amended) The system of claim 30, further comprising means for 
determining which of the one or more available services to route selected ones requests of 
the plurality of requests. 

32. (Original) The system of claim 30, further comprising means for load 
balancing the plurality of requests between the one or more available services. 

33. (Canceled) The system of claim 30, further comprising means for 
automatically estimating a level of security of an environment of the sharor i which the 
data is stored. 
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34. (Currently Amended) A computer-readable medium having computer- 
executable instructions for performing a method of sharing data, the method comprising: 

receiving a request from a requestor to access data of a sharor stored 
behind a firewall; 

verifying if the request is associated with a key that permits access to the 

data; 

determining one or more levels of access for the requestor; and 
establishing a secure tunnel between a sharor of the data and the requestor^ 

wherein the requestor must store the data with at least the same level of security in which 

the data is stored at the sharor . 

35. (Canceled) The method of claim 34, the requestor must store the data with at 
least the same level of security in which the data is stored at the sharor. 

36. (Original) The method of claim 34, the data is communicated between the 
sharor and the requestor by at least one of the sharor pushing the data to the requestor and 
the requestor pulling the data from the sharor. 

37. (Original) The method of claim 34, further comprising dynamically creating a 
shared space for the shared data based on information that includes at least one of a 
physical location, a network location, date and time, and a virtual location. 

38. (Original) The method of claim 37, further comprising automatically altering 
a share name of the shared space using the information. 

39. (Original) The method of claim 37, further comprising automatically creating 
an additional code that facilitates redirection to and access of the shared data. 
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